SPAM, SPAM AND MORE SPAM! WHY???

     Lately, SPAM on the Internet has gotten way out of hand. SPAM is the unwanted, annoying, unsolicited email that fills up your mailbox. Unfortunately, there are many programs that you download from the Internet and install on your computer that have the capability of reporting your online activities. This results in companies that participate in this type of SPAM activity being able to reap literally thousands of email addresses, which results in an enormous amount of unsolicited email in your mailbox. These 
programs monitor your surfing habits and report back to their respective companies so they can email you if they think you are within their targeted market. 
One way to identify and remove these programs is to go to: http://www.webattack.com/get/adaware.shtml where you can download 
a program called "Adaware". This program will identify these programs so you can remove them from your system. 
{Please be sure to read the documentation included with the "Adaware" 
program, as there are some programs that you may have installed on your 
system that will no longer function if you allow "Adaware" to remove certain 
files.}
     The newest development that aids spammers in their never ending quest to annoy us is a program that "harvests" email addresses from cookies stored on websites and on your computer. These cookies contain email addresses and personal information about users that visit these sites. This information is then sold to companies that again target the unsuspecting user with their ads. Always remember to give out as little information about yourself as possible on the Internet. It may help prevent some SPAM from reaching you.
     Many companies that participate in SPAM activity use programs that create databases of familiar and common usernames. These usernames are then added to various domains such as "@aol.com" "@prodigy.net" "@northnet.org" "@westelcom.com" etc. and combined as an entire email address. This also works in the reverse. This makes it possible for you to receive an email that appears to be from <username>@aol.com. This email may be similar to an address that belongs to someone you know so it appears that your friend from AOL sent you a message. You open the message and there is yet another piece of useless drivel that you were tricked into looking at. Free advertising at its' best and annoying as all get-out! 


Another "trick” Spammers use: 
      Sometimes, you will find a link at the bottom of the SPAM message that will allow you to "unsubscribe".  Many times, however, this link serves as verification to the sender that your address is indeed an active address and by trying to unsubscribe, you will continue to receive junk mail from them. Remember that anytime you give your email address on a website, you run the risk of having it "harvested" and sold to mass email handling companies. 
     To give you an idea of how widespread this problem is, there are many companies that are fighting SPAM currently. One such company is Brightman Inc. They have been conducting studies to try to get a handle on the problem. In April of 2001, they recorded 700,000 SPAM attempts on their servers. In April of 2002, they recorded 4.3 million SPAM attempts. This is a 600% increase in one year! It’s no wonder we have our hands full trying to combat this ever-growing problem. There are many websites that are dedicated to eradicating SPAM from the Internet. Here are a few of them. You will find some very interesting facts about SPAM on these sites and how to protect yourself from it. 

http://www.DNSstuff.com 
http://www.mail-abuse.org/ 
http://ordb.org/lookup/ 
http://orbz.org/ 
http://dorkslayers.com 
http://www.dnsreport.com 
http://www.postfixgate.com 
http://www.rfc-ignorant.org/ 
http://www.declude.com/JunkMail/Support/ip4r.htm 
http://www.spamlaws.com/state/summary.html 
http://www.spamlaws.com 
http://www.breakthechain.org/ 


 

